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Abstract: The scope of this paper is to present contemporary communication aspects regarding 
the employment in future of smart grid as a wireless ecosystem. A wide rigorous survey  
on wireless access and network technologies ideal for smart grid networks is conducted, and  
we present applicable technologies like Internet of Things (IoT) and Machine-to-Machine  
(M2M) communications. Moreover, we present key topics of security, privacy and cryptography. 
Indeed, multimedia services will be provided in a wireless communications environment  
of a smart grid, while Quality of Service (QoS) as well as security audit shall always be  
crucial dimensions during a communication network modelling and planning. More specifically, 
the objective of our work is concentrated on the study of smart grid communications topics  
and security evaluation using a simulation environment and to demonstrate some interesting 
results. 
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1 Introduction 

The smart grid is attempting to modernise the existing 
antiquated electricity grid system (Fang et al., 2012). The 
beneficial features of the smart grid, whose main representative 
is the smart meter, contribute to the optimal use of electricity in 
both the production side and the consumption side. Introducing 
the new communications and information technologies at key 
points in the network achieved the integration of renewable 
energy and the energy consumer in the scenario of operation of 
the smart grid. However, integration of new technologies, 
especially those related to the internet, may introduce new 
security threats to the smart grid. Some malicious attackers can 
exploit the vulnerabilities of network communications and 
seize electronic devices, steal confidential personal information 
or prohibit the availability of essential services, causing a 
widespread power outage, resulting in adverse economic costs. 
For this reason, addressing safety issues in smart grid plays a 
key role. The confidentiality, integrity and availability of 
mobile information need to be protected so as to increase 
system reliability. 

A solid framework and road map for smart grid 
interoperability standards are presented by NIST 1108R2 
(2012). Actually, Figure 1 and Table 1 depict all the domains 
and roles in a contemporary smart grid. Specifically, energy  
is produced by bulk energy generation and distributed 
renewable energy resources domains, and it is transferred via 
transmission system and distribution network to consumers. 
Beyond these electrical interfaces, there are secured 
communication links between operation centres, energy 
markets, energy providers and the power domains. 

Data encryption is an effective measurement solution, and 
protects personal consumer information with an innovative 
load management system. In addition, cooperative wireless 
communications in smart grid have the potential to contribute 
to more efficient utilisation of the available energy of 
cooperating nodes, increasing thereby the quality of 
transmission services. By leveraging the advantages of 
cooperation, the smart metering network, which consists of 
spatially dispersed smart meters, encrypts personal data 
measurement and effectively transmits them to the control 
centre to avoid conflicts and routing problems. 

Figure 1 Conceptual reference diagram for smart grid networks (see online version for colours) 

 

 



 Emerging communication technologies and security challenges 233 
 

Table 1 Domains and roles in the smart grid 

Domain Roles 

Customers Residential, commercial and industrial 
end-users who may generate, store and 
manage the use of energy. 

Energy markets The operators and participants in 
electricity markets. 

Providers The organisations providing services to 
electrical customers and to utilities. 

Operations Energy management and control. 

Power generation The power stations in bulk quantities. 
May also store energy for later 
distribution. 

Transmission system The carriers of bulk electricity over  
long distances. 

Distribution network The distributors of electricity to and  
from customers. 

Distributed energy 
resources 

Distributed power generation plants  
from renewable energy resources. 

After the survey of the technologies, we simulate the operation 
of the smart grid employing a discrete-event simulation 
environment. The baseline operation involves the use of a 
common communications network for exchanging information 
between smart meters and the responsive control centre, 
launching Denial of Service (DoS) attack from attackers to 
unsuspecting smart meters, serving mobile users by remote 
internet servers (Http, VideoStream) and other collaborative 
users (VideoStream). We build three traffic simulation scenarios, 
and performance evaluation results are presented and discussed. 

The rest of the paper is organised as follows. Section 2 
presents emerging communication technologies for wireless 
access in a smart grid. Moreover, contemporary aspects 
regarding Internet of Things (IoT) and Machine-to-Machine 
(M2M) type communications are presented in Section 3.  
A survey on cyber security, privacy and cryptography 
challenges is presented in Section 4. Section 5 is devoted  
to a smart grid wireless ecosystem simulation. Finally, the 
paper closes with a summary and conclusion section. 

2 Emerging communications technologies  
in smart grid 

Wireless technologies that can be adopted in a smart grid can 
be categorised in case of Home Area Networks (HAN) as well 
as in case of Neighbourhood Area Networks (NAN). A survey 
of communication/networking in smart grids is presented  
in Gao et al. (2012). Besides, Lee and Su (2013) present 
standardisation of smart grid in ITU-T, and Zhu et al. (2012) 
point out an overview of demand management in smart grid 
and enabling wireless communication technologies. 

2.1 Home Area Networks (HAN) 

2.1.1 Wireless Local Area Networks (WLAN) 

WLAN links two or more devices using some wireless 
distribution method (typically spread-spectrum or OFDM 

radio) and usually providing a connection through an access 
point to the wider internet. This gives users the mobility to 
move around within a local coverage area and still be 
connected to the network. Most modern WLANs are based on 
the IEEE 802.11 standards (IEEE Std 802.11, 2012), 
marketed under the Wi-Fi brand name. A Wireless Distribution 
System (WDS) enables the wireless interconnection of access 
points in an IEEE 802.11 network. It allows a wireless 
network to be expanded using multiple access points without 
the need for a wired backbone to link them, as is traditionally 
required. The notable advantage of WDS over other solutions 
is that it preserves the MAC addresses of client packets across 
links between access points. An access point can be either a 
main, a relay or a remote base station. A main base station is 
typically connected to the wired ethernet. A relay base station 
relays data between remote base stations, wireless clients or 
other relay stations to either a main or another relay base 
station. A remote base station accepts connections from 
wireless clients and passes them to relay or main stations. 
Connections between ‘clients’ are made using MAC 
addresses rather than by specifying IP assignments. All base 
stations in a WDS must be configured to use the same radio 
channel, and share WEP keys or WPA keys if they are used. 
They can be configured to different service set identifiers. 
WDS also requires that every base station be configured to 
forward to others in the system as mentioned above. WDS 
may also be referred to as repeater mode because it appears to 
bridge and accept wireless clients at the same time (unlike 
traditional bridging). It should be noted, however, that 
throughput in this method is halved for all clients connected 
wirelessly. When it is difficult to connect all of the access 
points in a network by wires, it is also possible to put up 
access points as repeaters. 

2.1.2 Low-Rate Wireless Personal Area  
Networks (LR-WPANs) 

ZigBee is a specification for a suite of high-level 
communication protocols using small, low-power digital 
radios based on an IEEE 802.15.4g standard (IEEE Std 
802.15.4g, 2012) for personal area networks. ZigBee devices 
are often used in mesh network form to transmit data over 
longer distances, passing data through intermediate devices to 
reach more distant ones. This allows ZigBee networks to be 
formed ad hoc, with no centralised control or high-power 
transmitter/receiver able to reach all of the devices. Any 
ZigBee device can be tasked with running the network. 
ZigBee is targeted at applications that require a low data rate, 
long battery life and secure networking. ZigBee has a defined 
rate of 250 kbit/s, best suited for periodic or intermittent data 
or a single signal transmission from a sensor or input device. 
Applications include wireless light switches, electrical meters 
with in-home displays, traffic management systems, and other 
consumer and industrial equipments that require short-range 
wireless transfer of data at relatively low rates. Cost-effective, 
interoperable solutions are available to utilities, industries  
and end consumers via Zigbee interoperable standards with 
security functionalities (Guo et al., 2012; Chang, 2013). 
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2.1.3 Femtocell networks 

Femtocell is a small, low-power cellular base station, 
typically designed for use in a home or small business. It 
connects to the service provider’s network via broadband 
[such as Digital Subscriber Line (DSL) or cable]; current 
designs typically support two to four active mobile phones in 
a residential setting and eight to 16 active mobile phones in 
enterprise settings. A femtocell allows service providers to 
extend service coverage indoors or at the cell edge, especially 
where access would otherwise be limited or unavailable. 
Although much attention is focused on WCDMA, the concept 
is applicable to all standards, including GSM, WiMAX and 
LTE solutions. Femtocells are an alternative way to deliver 
the benefits of Fixed-Mobile Convergence (FMC). The 
distinction is that most FMC architectures require a new 
(dual-mode) handset which works with existing unlicensed 
spectrum home/enterprise wireless access points, while a 
femtocell-based deployment will work with existing handsets 
but requires installation of a new access point that uses 
licensed spectrum. In 3GPP terminology, a Home Node B 
(HNB) is a 3G femtocell. A Home eNode B (HeNB) is an 
LTE femtocell (3GPP TR 23.830, 2009). 

2.2 Neighbourhood Area Networks (NAN) 

2.2.1 Worldwide Interoperability for  
Microwave Access (WiMAX) 

WiMAX (IEEE Std 802.16, 2012) is a wireless 
communications standard designed to provide 30–40 Mbit/s 
data rates, with the recent update providing up to 1 Gbit/s 
for fixed stations. It is also known as a standards-based 
technology enabling the delivery of last mile wireless 
broadband access as an alternative to cable and DSL. 
Convergence architectures to achieve Quality of Service 
(QoS) for WiMAX and WiFi have been also proposed by 
Vijayalakshmy and Sivaradje (2013). 

2.2.2 Wireless Regional Area Network (WRAN) 

IEEE 802.22 is a standard for WRAN using white spaces in 
the TV frequency spectrum (IEEE Std 802.22, 2011). The 
development of the IEEE 802.22 WRAN standard is aimed 
at using Cognitive Radio (CR) techniques to allow sharing 
of geographically unused spectrum allocated to the 
television broadcast service, on a non-interfering basis, to 
bring broadband access to hard-to-reach, low population 
density areas, typical of rural environments. It would be a 
consistent, national fixed point-to-multipoint WRAN that 
will use UHF/VHF TV bands between 54 and 862 MHz. 
The PHY layer must be able to adapt to different conditions 
and also needs to be flexible for jumping from channel to 
channel without errors in transmission or losing clients 
(CPEs). This flexibility is also required for being able to 
dynamically adjust the bandwidth, modulation and coding 
schemes. OFDMA will be the modulation scheme for 
transmission in uplinks and downlinks. With OFDMA, it 
will be possible to achieve this fast adaptation needed for 
the BSs and CPEs. By using just one TV channel (a TV 
channel has a bandwidth of 6 MHz; in some countries, they 

can be of 7 or 8 MHz), the approximate maximum bit rate is 
19 Mbit/s at a 30 km distance. The MAC layer will be based 
on cognitive radio technology and it can be able to adapt 
dynamically to changes in the environment by sensing the 
spectrum. Using Dynamic Frequency Hopping (DFH), data 
transmission is performed in parallel with spectrum sensing 
without any interruption. 

2.2.3 Mobile/cellular communications networks 

Mobile communication networks have been deployed 
worldwide. Indeed, 2nd generation (2G/GSM) and 3rd 
generation (3G/UMTS) networks are used for public voice 
and data communications. Currently, beyond 3G (B3G/ 
HSPA) and 4th generation (4G/LTE) are developed so as to 
provide broadband and multimedia services (Holma and 
Toskala, 2011). 

General Packet Radio Service (GPRS) is a packet-
oriented mobile data service on the 2G and 3G cellular 
communication systems. It is a best-effort service, implying 
variable throughput and latency that depend on the number 
of other users sharing the service concurrently, as opposed 
to circuit switching, where a certain QoS is guaranteed 
during the connection. In 2G systems, GPRS provides data 
rates of 56–114 kbit/s. 2G cellular technology combined 
with GPRS is sometimes described as 2.5G, i.e. a 
technology between the second (2G) and the third (3G) 
generations of mobile telephony. 

High Speed Packet Access (HSPA) consists of High-
Speed Downlink Packet Access (HSDPA) and High-Speed 
Uplink Packet Access (HSUPA), which optimise the 
performance of existing 3G mobiles utilising the WCDMA 
protocols. Evolved HSPA (HSPA+) is an improved 3GPP 
standard that provides data rates up to 84 Mbit/s in the 
downlink and 10.8 Mbit/s in the uplink (per 5 MHz carrier) 
with multiple input, multiple output (2×2 MIMO) technologies 
and higher order modulation (64 QAM). With dual-cell 
technology, these can be doubled. Finally, Multi-Carrier 
HSPA (MC-HSPA) specifies eight-carrier HSPA allowed in 
non-contiguous bands, with 4×4 MIMO offering peak 
transfer rates up to 672 Mbit/s. 

Long-Term Evolution (LTE/4G) is a standard for 
wireless data communications technology and an evolution 
of the GSM/UMTS standards. Peak download rates are up 
to 299.6 Mbit/s and upload rates are up to 75.4 Mbit/s 
depending on the user equipment category (with 4×4 
antennas using 20 MHz of spectrum) and QoS provisions 
permitting a transfer latency of less than 5 ms in the radio 
access network. LTE supports scalable carrier bandwidths, 
from 1.4 to 20 MHz and supports both Frequency Division 
Duplexing (FDD) and Time-Division Duplexing (TDD). 

3 Internet of Things and machine-to-machine 
communications in smart grid 

3.1 Internet of Things (IoT) 

The IoT is a technological revolution that represents  
the future of computing and communications, and its 
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development needs the support from some innovational 
technologies (Khan et al., 2012). It describes a vision where 
devices become part of the internet: where every device is 
uniquely identified, and accessible to the network, its 
position and status known, where services and intelligence 
are added to this expanded internet, fusing the digital and 
physical world, ultimately impacting on a communications 
ecosystem. IoT applications on smart grid are discussed in 
Yun and Yuxin (2010) and Shu-wen (2011). In ITU Internet 
Reports 2005 (2005), the International Telecommunications 
Union (ITU) suggested that the IoT will connect the world’s 
objects in both a sensory and an intelligent manner.  
By combining various technological developments, the ITU 
has described four dimensions in IoT: item identification 
(tagging things), sensors and wireless sensor networks 
(WSNS; feeling things), embedded systems (thinking things) 
and nano-technology (shrinking things). The definition of 
things in the IoT vision is very wide and includes a variety 
of physical elements. These include personal objects we 
carry around such as smartphones, tablets and digital 
cameras. It also includes elements in our environments (be it 
home, vehicle or work) as well as things fitted with tags 
[Radio Frequency Identification (RFID) or other] which 
become connected via a gateway device (e.g. a smartphone). 
Based on the above view of things, an enormous number of 
devices and things will be connected to the internet, each 
providing data and information and some, even services. 
The IoT vision enhances connectivity from any-time, any-
place for anyone into anytime, any-place for any-thing 
(Coetzee and Eksteen, 2011). 

Today’s internet is now moving towards IoT, the 
internet where the existing network of computer systems 
will connect to the real-world objects such as home 
appliance, vehicles and environment. Smart devices will be 
able to sense devices around them and will be able to 
communicate and interact with each other without the 
intervention of humans. 

The major technologies that would dominate IoT 
applications are WSNs, RFID and Mobile communications 
along with the existing LAN/WAN. In the ITU report, there 
are four key applied technologies for the loT: RFID, sensor 
technologies, smart technologies and nano-technology 
(Agrawal and Das, 2011). 

There is no standard identification of IoT. Considering 
the functionality and identity as central, it is reasonable to 
define the IoT as ‘things have identities and virtual 
personalities operating in smart spaces using intelligent 
interfaces to connect and communicate within social, 
environment, and user contexts’. A different definition that 
puts the focus on the seamless integration could be 
formulated as ‘interconnected objects having an active role 
in what might be called Future Internet’. 

Currently, there is no widely accepted architecture. The 
architecture of IoT can be divided into three layers: 
perception layer, network layer and application layer. 

 The perception layer supports perception and 
identification of objects, and collecting and catching 
information of two-dimensional code tag and code 
reader, GPS and all kinds of sensors. 

 The network layer consists of converged network 
formed by all kinds of communication network and 
internet. It has been widely accepted that this part is the 
maturest part. Besides, the loT management centre and 
information centre are the parts of network layer. 

 The application layer is combined with industry 
expertise to achieve a broad set of intelligent 
application solutions. Through the application layer, 
IoT can achieve the depth of integration of information 
technology with the industry finally. The key issue of 
the application layer is information sharing and 
information security (Chen et al., 2012a). 

3.2 Machine-to-machine communications 

The idea of M2M communications is to enable M2M 
components to be interconnected, networked and 
controllable remotely, with low-cost, scalable and reliable 
technologies. M2M communications can be used in many 
applications (e.g. public safety, energy management and 
transportation) with objectives to improve efficiency and 
reduce cost. In M2M communications, machines are 
wirelessly connected to accomplish collaborative tasks 
without human intervention and provide ubiquitous 
solutions for real-time monitoring. The real-time monitoring 
application is one of the killer applications for M2M 
communications, where M2M nodes transmit sensed data to 
an M2M gateway, and then the M2M gateway can have 
real-time monitoring for each region. An M2M node is 
equipped with multiple sensors to collect different types of 
sensed data and a wireless transceiver to transmit data to an 
M2M gateway through wireless communication protocols. 
An M2M gateway, which is usually equipped with 
permanent power supply, has computation and transmission 
capability of the collected sensed data from M2M modes 
(Fu et al., 2012). 

M2M devices consist of a large number of M2M nodes 
{M1, M2, …, MN} and an M2M gateway to form an M2M 
area domain. Each M2M node Mi is a very flexible and 
smart device equipped with some specific sensing and 
measuring technologies for real-time monitoring which is 
the most promising M2M application in a smart grid. In a 
real-time monitoring application, the monitoring area of an 
M2M communications network is divided into several 
Sensing Regions (SRs). In an SR, there may be one or more 
types of sensed data to be collected, and the values for a 
specific type from different M2M nodes are more or less the 
same during a certain time period. Each M2M node may 
have different sensing capabilities since each M2M node 
may be equipped with different types of sensors to collect 
different types of sensed data. There are two operating 
modes for an M2M node: active mode or sleep mode.  
The period when the M2M node is in the active (sleep) 
mode is called active (sleeping) period. In the active mode, 
the M2M node collects the sensed data from its equipped 
sensors, and then transmits the collected sensed data with 
time and location information to the M2M gateway. After 
transmission, the M2M node switches to the sleep mode and 
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stays in the sleep mode for a period of time to save its 
power consumption (Fu et al., 2012). ETSI considers an 
M2M network as a five-entity structure (ETSI TS 102 921, 
2011): 

 M2M component is usually embedded in a smart device 
and replies to requests or sends data. 

 M2M gateway acts as an entrance to another network. It 
provides device inter-working and inter-connection. 

 M2M middleware furnishes connection between all 
kinds of intelligent devices (or sensors) and gateways. 

 M2M communication networks achieve connections 
between gateways and applications. 

 M2M application passes datum through various 
application services and is used by the specific servers. 
It is a software agent that analyses data, takes action 
and reports data. 

Figure 2 M2M architecture (see online version for colours) 

 

These five elements constitute the three domains of M2M 
system specified by ETSI: the M2M component working in 
the device domain, the M2M area network and gateway in the 
network domain and the M2M server and communication 
network in the application domain. In Zhang et al. (2012), a 
cognitive M2M communications architecture for the smart 
grid is proposed, while in ETSI TR 102 935 (2012), wireless 
M2M communication networks for smart grid applications 
are discussed. 

According to Chen et al. (2012b), once monitoring data 
are sensed, M2M nodes will make an intelligent decision 
and transmit the data packets to the gateway in single-hop or 
multi-hop patterns. After collecting the packets from all 
kinds of M2M nodes, the M2M gateway intelligently 
manages the packets and provides efficient paths for 
transmitting these packets to the remote back-end server via 
network domain. In the network domain, the great success 
of wired networks and the ubiquity of wireless networks 
provide cost-effective and reliable channels for transmitting 
the sensory data packets from M2M area domain to server 
and application domain. In the application domain, the 
back-end server is an important component for the whole 
M2M paradigm, which not only forms the data integration 
point for storing all sensory data from M2M area domain 
but also provides these real-time data to a variety of M2M 

applications for remote monitoring management. For 
example, the typical utilisations are employments of GPS 
data by traffic monitoring systems such as traffic court or 
reaction of a real-time system to its environment events. 

4 Cyber security in smart grid 

4.1 Crucial security aspects 

The rapid spread of new technologies, especially those related 
to the internet, may introduce new threats to the security of 
the smart grid (Bou-Harb et al., 2013). The advanced 
techniques undoubtedly offer significant advantages and 
opportunities, but also significantly increase the problems 
associated with the protection and availability of information 
(denial-of-service or eavesdropping attacks). Besides  
cyber threats such as malware, spyware and computer  
viruses, which currently threaten computer networks and 
communications, the introduction of newly distributed 
technologies such as smart meters, sensors and other subnets 
and access points can create more vulnerabilities in the smart 
grid. As critical infrastructure, smart grid is expected to be a 
tempting target for hacking, theft of services, terrorism and 
other malicious attacks. Our daily routine is based on 
electricity and one possible blackout will have bad social and 
economic results. Security has been recognised worldwide as 
a major issue with potentially disastrous consequences. 
Guidelines for smart grid cyber security are presented in 
NISTIR 7628 (2010). Cyber security and privacy issues are 
described in Liu et al. (2012). 

A distributed intrusion detection system in a multilayer 
network architecture is presented in Zhang et al. (2012), 
Mohsenian-Rad and Leon-Garcia (2011) present distributed 
internet-based load altering attacks and cyber attacks, 
countermeasures and challenges are analysed by Li et al. 
(2012). Attacks may be analysed under the following: 

 Single or individual attacks: isolated attacks carried out by 
a single person. The challenge is to gather all the necessary 
information and tools to commit a small-scale blackout.  

 Coordinated attacks: groups of attackers cooperate  
to collectively strike a common goal, a critical 
infrastructure. They usually target a composite larger 
scale’s effect than that of individual attacks. They  
use tools such as the internet and other modern 
communications to coordinate simultaneous attacks from 
geographically remote areas. 

The term security includes not only the reliability of electric 
power systems but also the reliable communication systems 
which are integrated to serve the power system. Also, the 
term security can be used as protection information that 
includes measures to ensure the anonymity of electronic 
information during transmission and storage in digital 
systems. Of primary importance is the information relating 
to consumers’ personal information, as well as the 
commands used to control the electric grid. It is therefore 
important that the communications should be protected  
from any kind of malicious intrusion, and a higher level of 
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monitoring and control system should be developed for the 
benefit of our society. Also, the smart grid operates based 
on communications between different components, for 
which communication and security requirements vary. Thus, 
it is necessary to develop different communication protocols 
to meet these different requirements. Attacks and defence 
modelling protocols, as well as new security, are presented by 
Ten et al. (2010) and Chen et al. (2012b), while a protecting 
strategy to fight against cyber attacks is proposed by Wei  
et al. (2011). Also, a cyber attack exposure evaluation is 
performed by Hahn and Govindarasu (2011). 

The strategic planning of an effective security solution 
for smart grid includes the following features: 

 Scalability refers to the system designed in such a way as 
to include mechanisms (hooks) for easy expansion without 
requiring significant changes to the infrastructure. In this 
way, the system will be able to incorporate new 
technologies and communication context because the 
methods of cyber attacks are continuously evolving. 

 Interoperability refers to an attribute that refers to the 
ability of different systems to work together. As we know, 
the automation systems of power network using different 
technologies regarding the hardware, operating systems, 
communication protocols. For this reason, the security 
framework and its components must be able to work 
together, regardless of the technology they support. 

 Flexibility refers to the ability to adapt to different 
needs of upgradation and real-time operation. It also 
includes the ability of the system to extend with new 
features/components without loss of prior functionality 
or reduction of quality. 

In smart grid, there are three critical aspects of security that 
need to be protected to be considered safe: 

 Confidentiality: preventing unauthorised disclosure of 
information. Essentially, it means keeping sensitive 
information secret from unauthorised persons. Another 
aspect of confidentiality is privacy, which refers to 
adequate protection of personal information and functions 
so that only authorised entities have access to these data. 
For example, energy consumption data of the consumer 
need to be protected for the privacy of the consumer. 

 Integrity: preventing unauthorised alteration of 
information. It essentially means that the data transferred 
straight to the communication network should not be 
modified maliciously. 

 Availability: the property of being accessible, and 
without undue delay, to the services of an IT system 
when an authorised entity searches for them. That is, 
the network-authorised entities (users) should be able to 
access services when they need it. 

4.2 Privacy 

The smart grid has the ability to collect and store the energy 
information of the network. This is achieved by continuous 

measurement at the domestic level with a high degree of 
resolution and fidelity. If the collected and stored data become 
available to other groups of people (except the company’s 
officers) such as judicial authorities, advertising agencies and 
malicious people, this could be a risk to privacy and security of 
consumers. Data collected from a home smart meter can 
potentially reveal sensitive personal information about the 
owners. The provider company can analyse the data load of 
each household and thus discover its home appliances and 
hours of operation. The continuously collected measurement 
data may provide a window for invasion activities that occur 
within homes, exposing a wealth of personal activities to 
anyone who has access to information about electricity 
consumption. For example, the knowledge of running a 
household appliance perhaps implies employment or 
emptiness of a house and lifestyle information, such as 
hours of sleep (Kalogridis et al., 2011). 

For the protection of personal data, a simple scenario 
management of household electrical load has been 
suggested. There is the possibility of power flow control in 
a home, enabling a rechargeable battery to supply some of 
the demand for electricity and the remainder being supplied 
normally by the network. As a result, measurements of 
personal data can be protected by using a battery to mask 
energy profiles. 

The system privacy consists of the following subsystems: 

 Measurement mechanism includes smart meter and 
intelligent household appliances. 

 Event detection identifies a current event which may 
contain personal information (a change in energy 
consumption of the opening/closing of a household 
appliance). 

 Privacy algorithm contributes energy routing to conceal 
a consumption fact that was detected. 

 Routing electricity mixes a private source (such as a 
rechargeable battery) with energy from the provider to 
meet consumer demand for household appliances. 

Finally, the main objective of this system is initially 
identifying a threat of personal data and then performing 
routing electricity to hide loads of household electrical 
appliances. The non-detection of events of various household 
appliances offers individual privacy and protection of 
personal behaviour, i.e. the right of individuals to keep all 
knowledge of their activities and their choices away from 
each other. 

4.3 Cryptography 

The widespread usage in applications involving sensitive 
data communications introduces the need for solutions to 
the security problems that exist. To protect information 
transmitted via digital communications networks, public key 
and private key cryptography are widely used. Moreover, 
with the assistance of digital certificates and digital 
signatures, both confidentiality and integrity of mobile data 
are ensured (Ke et al., 2013). 
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Symmetric or private key cryptography is based on the 
existence of a single secret key known only to the parties of 
the transaction. This key is used both to encrypt and to 
decrypt the message, ensuring confidentiality of data. 
Another key advantage is that users do not understand any 
significant delay due to encryption/decryption. Although 
symmetric encryption guarantees the confidentiality, it 
cannot guarantee exchange of key in safe way. Therefore, 
when the sender and the recipient do not know each other, 
there should be a secure communication channel to transfer 
the key. Another serious problem concerns the recognition 
or identification between the sender and the recipient. The 
problem of identification is that many people may have 
access to the public key. When one receives an encrypted 
message, one knows that it came from one of them, but 
cannot prove who actually sent the message. 

Asymmetric or public key cryptography involves the use 
of two keys, a public key and a private key. The basic idea is 
that the sender and the recipient do not share a secret key, but 
instead they have different keys for different functions. The 
data are encrypted with the recipient’s public key and sent to 
the recipient. When data are received, they are decrypted by 
the recipient’s private key. The advantage of public key 
encryption is that the public key is freely distributed, resulting 
in easy establishment of secure communication channels 
between two remote users, without their having to meet or 
take some trusted third party to mediate. The disadvantage is 
that this kind of cryptography is slow because it requires 
more calculations of encryption/ decryption. 

For this reason, public key cryptography is used at first 
to exchange/distribute symmetric keys and then symmetric 
encryption is used for further effective communication. 

The encryption process using the pair of keys can be 
done in three ways: 

1 The sender can use his private key to encrypt the 
information. The recipient, already having access to the 
sender’s public key, can decrypt the message. This way, 
the recipient can be sure of the sender’s identity 
(authentication), since he knows the private key used. 
Nevertheless, we cannot be sure about confidentiality 
of data, because anyone could use the sender’s public 
key and decrypt the message. 

2 If the sender uses the recipient’s public key for 
encryption, then only the recipient with his private key 
can decrypt the message. This process ensures 
confidentiality of information, but cannot reveal the 
identity of the sender since anyone could have the 
public key to encrypt the message. 

3 When the above two methods are combined, both 
confidentiality of information and identification of the 
sender can be achieved. The sender can encrypt the data 
first with his private key and then with the recipient’s 
public key. When the recipient receives the message, he 
uses his private key to decrypt it (confidentiality) and 
then decrypts the result with the sender’s public key 
(identification). 

The encryption/decryption addresses the problem of 
interception (eavesdropping), but not those of counterfeiting 

and pretence. To combat counterfeiting, a mathematical 
function called one-way hash or message digest is used. The 
one-way hash of each message is encrypted with the private 
key of the sender. This encrypted message and the 
information about the one-way hash algorithm constitute the 
digital signature of the sender. On the side of the receiver, 
the digital signature is decrypted with the public key of the 
sender. Based on the one-way hash algorithm, known to 
both parties, the calculation of the message digest is applied 
again. Then both message digests are compared, the one 
received and the one calculated. If they are not the same, 
then either the message has been changed or the digital 
signature does not match the sender’s public key. If they are 
the same, then the recipient is assured that the used public 
key matches the private key used to create the digital 
signature and confirms the integrity of the message. 

The authentication of the communicating parties is an 
important aspect of security, because mechanisms must 
exist to confirm the identity of those who send or receive 
information. There needs to be a mechanism that ensures 
and certifies that each public key actually belongs to that 
entity which it is supposed to belong to, especially when 
public keys are used. 

Certification is the process of matching and binding a 
public key to an individual, organisation or other entity. For 
this purpose, digital certificates are used, and they are 
ultimately the means by which values of public keys and owner 
information associated with them are transmitted in a safe way. 

Digital certificates are electronic documents used to 
identify a person/server/organisation and its correlation with 
a public key. The acquisition of an electronic certificate is 
made after a request to the certificate authority. 

Certificate authority confirms the identity of the 
applicant and issues the certificate, including: 

 the name and identification information of the user to 
which the certificate relates; 

 the public key of the user; 

 the expiration date of the certificate; 

 the name and digital signature of the certificate 
authority that issued it, etc. 

5 Smart grid simulation 

5.1 Simulation environment and modelling 

The simulation environment OMNeT++ is an extensible, 
modular, component-based C++ simulation library and 
framework, primarily for building network simulators. 
OMNeT++ offers an Eclipse-based IDE, a graphical runtime 
environment and a host of other tools (Varga and Hornig, 
2008). 

The topology of simulation performed is based on the 
idea of the functioning of the smart grid, including safety 
issues and collaborative services that employ it. Composite 
data created include simple elements or modules, which are 
found in the open-source library of INET framework or 
SCADASim (Queiroz et al., 2011), and are as follows: 
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 ChannelControl is informed about the position and 
movement of the network nodes and decides which 
nodes are within communication or interference distance. 

 FlatNetworkConfigurator assigns IP addresses to the 
data found on the same network, discovers the network 
topology and computes the closest paths. 

 NotificationBoard communicates to the various 
elements of the simulation for various events that occur, 
such as changes in the routing table, changes in the 
state of the wireless channel (e.g. available, transmit, 
receive) and changes in the position of moving nodes. 

 InterfaceTable and Routingtable maintain a list of all 
network interfaces and the routing table, respectively. 

 NullMobility and BasicMobility are used, respectively, 
for nodes that remain stable and for nodes where 
mobility models are applicable, including circular, 
linear, random and orthogonal mobility. The wireless 
network card connection infrastructure 802.11 that 
includes parameters such as MAC address component, 
MAC address access point data rate, channel ID, 
transmission power and path loss. 

 NetworkLayer simulates the network layer of an IP 
node and is connected to the data link layer (wireless or 
wired interface), and provides interfaces to the transport 
layer types TCP, UDP and Ping. 

 PingApp just generates ping requests. The owner of each 
apartment can search the corresponding smart meter to 
seek the presence of other elements of the smart grid 
(e.g. household appliances and other smart meters). 

 TCP simulates the TCP protocol at the transport layer. 

 TCP_hack simulates the TCP transport layer protocol 
and supports a limited number of simultaneous 
connections accepted by the server. It is the only  

module used by the library of SCADASim (all other 
exported from the library of INET Framework). This 
fact helps application scenario of DoS attack against the 
smart meter. 

 TCPBasicClientApp is shown in composite modules 
which are clients of TCP connection. These are the 
smart meters, mobile users and the responsible officers 
of the control centre. 

 TCPGenericSrvApp appears to represent complex 
modules which are servers of TCP connection. These 
are the smart meters, mobile users, remote servers and 
the responsible officers of the control centre. UDP 
simulates the UDP transport layer protocol. 

 UDPVideoStreamCli is shown in modules that 
represent VideoStream clients, i.e. mobile users. Also, it 
is the module whose code was modified so as to meet 
the needs of the simulation. More specifically, the 
customer can not only search and download a video and 
rest, as they already did, but also continue to search for 
and download as many videos as he likes every selected 
time period. Also, from now on, searching for the 
server from where you will download the video is 
randomly selected from a list of servers. 

 UDPVideoStreamSvr is displayed on modules that are 
VideoStream servers, i.e. mobile users and remote servers. 

All the parameters are easily designated at omnetpp.ini file 
during the execution of the simulation. Analytically, Figure 3 
presents four basic entities of the communication network 
that they have been modelled: 

 Figure 3(a) shows the structure of a smart meter. 

 Figure 3(b) depicts the server model.  

 Figure 3(c) presents the user entity structure. 

 Figure 3(d) shows the workstation module. 

Figure 3 Simulation environment and modelling. (a) Smart meter; (b) server; (c) user; (d) work station (see online version for colours) 
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Figure 3 Simulation environment and modelling. (a) Smart meter; (b) server; (c) user; (d) work station (see online version for colours) (continued) 

 
(b) 

 
(c) 

 
(d) 
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5.2 Smart grid communication network architecture 

Smart grid communication network architectures are 
depicted in Figure 4. It is noted that all modules listed in the 
previous section and depicted in Figure 3 take action in 
these network topologies. A composite network topology is 
presented in Figure 4(a), where four access points are 
connected to a centric one which is connected to the internet 
and transmits the traffic to the servers and the main control 
centre. However, as this scenario is not so easy in concept, a 
case of a neighbourhood-subnet from all four neighbourhoods-
subnets of the small town is studied. Thus, Figure 4(b) 
shows a simple network topology of a single access point 
and four data collectors located in four neighbour buildings 
and two attackers have been set. 

5.2.1 Optimal operation of the smart  
grid stakeholders: smart meters  
and control centre 

In the small town, there are scattered smart meters. Smart 
meters collect real-time data for measuring the energy 
consumption of households and promote it through an 
intelligent communications network to the provider 
company’s control centre for analytical processing. A group  
 

of four smart meters (e.g. a typical apartment building) 
transmits wirelessly via WiFi the information (measurements 
or error messages) to a data collector. The data collector 
gathers the information that is carried with wired thernet 
way to the access point of the neighbourhood. Each 
neighbourhood consists of four access points. Then, the 
information of every neighbourhood’s access points is 
transmitted via ethernet wired way to a central access point 
of the city. The small town comprises four neighbourhoods. 

Between the main access point of the city and the access 
point of control centre, there is a huge communications 
network, the internet. Then, the information is directed at 
the gateway of the responsible company officers and sent 
wirelessly via WiFi to the same personal computers of staff 
for immediate analysis. There are four responsible officers 
at the control centre, one for serving the smart meters of 
every neighbourhood. The job of the staff is to process the 
information received and to respond to the senders in the 
reverse path communications. The response will include 
either information to consumers through smart meters about 
their bill or billing of energy consumption for the next time 
or providing services to the smart meter or home appliances, 
such as software updates and technical error restoration in 
emergencies such as power failure. 

Figure 4 Network architecture in a smart grid: (a) Composite network topology; (b) simple network topology (see online version  
for colours) 

 
(a) 
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Figure 4 Network architecture in a smart grid: (a) Composite network topology; (b) simple network topology (see online version  
for colours) (continued) 

 

(b) 

5.2.2 DoS attack stakeholders: smart  
meters and attackers 

In small towns, there are some scattered attackers. There are 
two attackers in every neighbourhood. They try to prevent 
one or more smart meters from providing their services 
either to consumers or to their operators in the control centre 
(DoS attack). 

An attacker sends many continuous TCP requests in a 
specific smart meter. By sending consecutive requests to the 
same smart meter, attackers cause fullness of parallel 
connections and concern with repetitive questions and 
answers for more than 2 minutes. Considering that a smart 
meter has the ability to serve a limited number of parallel 
TCP connections, it is understood that if it reaches its l 
imit, it cannot be connected to the control centre, and this 
process happens every 30 seconds. If this happens, optimal 
operation of smart grid will not be possible for some time. 

5.2.3 Peer-to-peer collaborative services 
stakeholders: mobile users and  
client-server services 

In small towns, there are scattered mobile users. In the 
baseline function, four mobile users move circularly around 
each data collector. We can assume that mobile users, who 
move circularly with a constant speed around each data  
 

collector, are residents of nearby apartment buildings or passers 
by. They also use a device with an internet connection (e.g. 
personal computer or mobile phone). 

Each mobile user transmits wirelessly via WiFi his 
application to the data collector to connect with a server. This 
client’s request can be an HTTP Request (TCP connection) to 
a remote server for querying and viewing internet documents 
or an internet website. The remote server is located outside 
the city limits and is found through the internet. Also,  
the request of the client can be a VideoStream Request  
(UDP connection) to a random server for searching and 
downloading a video. Besides the remote server, as before, 
the video can be searched by any mobile user of the particular 
neighbourhood or another neighbourhood that has got the 
specific video and plays the role of a server. The fact that 
mobile users are both clients and servers helps implementing 
peer-to-peer collaborative services. 

5.3 Simulation scenarios and results 

For the scope of the research, we employed three simulation 
scenarios: 

1 Scenario A: four sub-networks and 16 users in each 
subnet (16 × 4). 

2 Scenario B: four sub-networks and 32 users on each 
subnet (32 × 4). 
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3 Scenario C: four sub-networks and 64 users on each 
subnet (64 × 4). 

In Figure 5, the data reception rate per access point is 
presented. At first, it is observed that in each subnet, the central 
access points appear have a data reception rate almost four 
times that of the data collectors of the subnet. This is normal, as 
the central access point receives the information and data of 
four data collectors in the neighbourhood. It is worth noting 
that the incoming information to data collectors is also derives 
from VideoStream users who download videos from users of 
the same sub-neighbourhood. This is the reason why the sum 
of the information of four data collectors is higher than that of 
the central access point. 

Moreover, increasing the number of users, doubling and 
quadrupling them, is normally seen to be almost proportional to 
the increase in the number of incoming information to the 
relevant access points. It is worth noting that the user information 
is generated at random intervals. Finally, as the number of 
users increases, the information, that waits in the line of the 
central access points, constantly increases and the delivery time 
of the information is delayed. This is the reason why incoming 
information rate in access points is less than twice when users 
doubled and less than four times when users quadrupled. 

In Figure 6, the quantity of data sent per smart meter  
is presented. Originally, it is observed that two smart  
meters (3 and 11) were attacked and were not allowed any 
information exchange with the control centre. Also, one 
smart meter (9) presented a technical problem and received 
technical assistance from the control centre. It is also shown 
that, by increasing users, the amount of data emerging from 
the counters to the control centre is reduced. This is because 
if there is no successful request of a specific smart meter at 
the predetermined time (e.g. due to network congestion), 
then the smart meter is requested again at the next 
predetermined time (after 30 seconds). 

In Figure 7, the quantity of VideoStream data sent per 
mobile user is presented. Initially, there is a great variation 
in the amount of outgoing data to all three different 
scenarios. This is because the choice of servers is done in a 
random way, resulting in some users being more or less 
preferable than the others. There also seems to be 
VideoStream data exchanges between mobile users, since 
there is outgoing information among different users. This 
means that cooperative services between mobile users are 
favoured and the use of remote server is not fully required. 

Figure 5 Received throughput per access point (see online version for colours) 

 

Figure 6 Bytes sent per smart meter (see online version for colours) 
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Figure 7 Videostreaming bytes per user (see online version for colours) 

In Figure 8, the VideoStream packet delay is presented. At 
first, there is an increase in the average delay of packet 
arrival as mobile users increase in the application of all  
3 different scenarios. This is considered to be reasonable 
because the packets have been created in the server in a very 
short time (start of delay time), due to increased network 
congestion, delay in reaching their destination. 

Figure 8 Videostreaming packet delay (see online version  
for colours) 

 

6 Conclusions 

In this paper, we have presented the contemporary 
communication aspects for the employment of a smart grid 
system as a wireless ecosystem. A simulation environment 
has been developed and three scenarios have been 
considered and investigated in terms of throughput and 
delay. Contemporary services like energy metering and 
management, big data analytics and energy stock exchange/ 
market benefits can be provided by smart grid communication 
infrastructures. Moreover, wireless technologies are empowered 
with security and privacy characteristics that ensure trusted data 
communications. 
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